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Submitted	by:	Dmitry	Sotnikov	Product	Director	In	recent	years,	large	companies	of	good	reputation	such	as	Facebook,	Google	and	Equifax	have	suffered	large	data	breaches	that	combined	exposed	the	personal	information	of	hundreds	of	millions	of	people	around	the	world.	The	common	vector	linking	these	violations,	API.	The	scale	and	magnitude
of	these	breaches	are	the	reason	why	API	security	has	been	launched	at	the	forefront	of	business	security	concerns,	now	forced	us	to	rethink	how	we	address	API	security	as	a	whole.	The	standard	list	of	the	major	vulnerabilities	to	search	for	and	mitigate	in	the	world	of	web	applications.	APIs	represent	a	significantly	different	set	of	threats,	attack
vectors	and	best	security	practices.	This	caused	the	OWASP	community	to	launch	the	OWASP	API	Security	Project	earlier	this	year.	In	this	session,	we	will	discuss:	what	makes	API	security	different	from	web	application	security,	OWASP	Top	10	API	security	breaches	of	the	real	world	and	mitigation	strategies	for	each	of	the	risks	I	hope	you	enjoyed
the	web	seminar!	Below	you	can	download	the	slide	deck,	visit	our	blog	for	full	questions	and	answers	and	learn	more	about	42crunch!	Want	to	learn	more?	Here	are	some	resources	to	help	you.	Looking	to	facilitate	the	Openapi	/	Swagger	edition?	Or	do	you	want	to	see	how	safe	your	API	is?	Take	a	look	at	our	free	tools.	Get	the	Tools!	Learn	more
about	the	OWASP	API	Top	10	security,	how	42Crunch	can	help	and	download	our	trick	sheet.	Learn	more	that	you	already	have	API	management?	Excellent!	The	API	42Crunch	security	platform	is	the	perfect	compliment.	Get	the	data	sheet.	Download	Marcdeclared	in	2011	that	"software	is	eating	the	world."	Now,	in	2019,	the	application
programming	interfaces	(API)	serve	as	the	spine	of	modern	software,	and	continue	to	devour	everything	on	their	way,	from	their	path,	from	from	from	♪	I'm	gonna	go	♪	♪	I'm	not	sure	♪Object	ID	values	​​with	a	sysration	implementation	of	access	control	policy.	[Partner	resource:	Take	the	first	two	modules	of	white	belt	for	the	safety	trip]	Authentication
of	rotating	authentication	is	another	problem	of	Legacy	Top	10	(found	in	the	top	10	of	Owasp	for	web	applications).	The	APIs	suffer	the	same	authentication	attacks,	such	as	credential	filling	(where	the	attackers	test	the	user/pass	-pass	name	combos	in	many	locations)	and	the	brute	force	(where	the	end	point	of	the	API	does	not	allow	the	Atcases	to
test	all	possible	combinations	for	a	username/password).	One	of	the	most	important	problems	with	the	authentication	in	the	API	is	a	total	lack	of	IT	or	selective	authentication,	where	it	is	not	uniform	in	a	collection	of	final	points	of	API.	Its	API	final	points.	Check	the	authentication	requirements	within	the	application	verification	of	application	security
(ASVS)	and	apply	these	requirements	to	its	implementation	of	authentication.	He	assures	that	he	has	a	sympathetic	commercial	requirement	before	exposing	an	end	point	of	API	not	authorized	to	the	public	internet.	Excessive	Exposureapis	data	is	in	the	business	of	revealing	data	to	customers;	That	is	why	they	exist.	When	you	design	an	API,	you
determine	who	is	your	customers	and	what	information	will	serve	you.	The	excessive	data	exposure	occurs	when	the	filtering	does	not	implement	correctly	and	ends	up	sending	more	information	from	which	it	should.	Actions:	TRACE/MODEL	OF	THREATS	The	information	flows	of	the	data	from	the	end	point	to	the	client	and	consider	whether	it	has	an
adequate	filtering	instead.	Reproduce	all	filtering	on	the	server	side,	not	in	the	client.	If	you	filter	the	customer,	you	can	turn	off	the	filter	and	receive	all	the	information.	Make	the	information	service	not	available	to	legitimate	users.	Attackers	consume	resources	both	through	the	correct	use	of	an	API,	loading	many	images,	generating	multiple
thumbnails	and	using	a	lot	of	CPU	and	memory,	and	adjusting	the	API	parameters	to	avoid	filtering	in	the	back	-end.	Developer	Actions:	Analyzing/Dangers	Model	your	design	to	determine	if	you	have	appropriate	speed	limitation	controls	instead.	Consider	the	OWASP	automated	threat	manual	as	a	source	of	knowledge	for	the	many	bots	that	use	their
precious	computer	resources.	With	function-level	authorizations,	it	is	creating	an	individual	micro-authorization	policy	that	applies	to	a	single	function.	What	could	go	wrong	with	the	creation	of	a	unique	strategy	for	every	possible	service?	Complexity	generates	vulnerability,	and	having	separate	policies	for	functions	increases	complexity	ten	times.
Disaster	can	occur.	Developer	actions:	use	a	standard	approach	to	authorization	that	is	uniform	and	configured	to	deny	by	default;	Avoid	authorization	at	the	function	level.	Simple	Authorization;	Technology	is	already	complicated	enough.	Ensuring	something	simple	is	difficult;	Ensuring	something	complex	is	impossible.	The	allocation	of	mass
assignment	occurs	when	an	API	unnoticedly	exposes	variables	or	internal	objects.	An	attacker	can	develop	an	API	application	that	provides	values	for	a	variable	or	internal	object.	If	the	end	point	does	not	correctly	filter	those	single	internal	data	structures,	an	external	call	can	update	an	internal	value	alone.	Developer	actions:	Avoid	displaying	the
inner	variable	or	object	names	as	input.	Whitelist	the	properties	the	customer	can	update.	Misconfiguration	Security	Misconfiguration	is	a	configuration	that	might	have	beenTo	block	an	API,	but	it	wasn't.	Erroneous	security	configurations	include	neglecting	security	patches	on	the	underlying	application	server	or	or	systems,	which	allow	all	http
verbs,	lack	of	safety	of	the	transport	layer	(tls,)	lack	of	security	headers	or	policy	of	exchange	of	resources	between	platforms	(cors)	and	allows	an	excessive	flow	of	information	in	the	stack	tracks	or	error	messages.	actions	for	developers:	perform	a	repeatable	hardening	process	against	your	api,	as	you	would	with	any	other	host	system	or
infrastructure.	try	your	entire	stack	for	security	settings	using	scanning	tools	and	human	reviews.	Injection	of	attacks	classic	injection	attacks	such	as	sql,	ldap,	xml	and	command	injection	are	the	most	frequently	used	security	risks	for	web	applications.	actions	for	developers:	perform	input	validation	through	the	white	list	for	all	entries.	use	a
parameterized	interface	for	all	api	inbund	requests.	review	the	filter	logic	to	limit	the	number	of	returned	records.	Inappropriate	asset	management	iproper	asset	management	is	derived	from	the	lack	of	control	of	versions	for	api	hierarchies.	api	pass	through	a	life	cycle	just	like	any	other	software,	and	api's	versions	reach	the	final	state	of	life.	older



versions	of	api	suffer	from	more	recent	rooted	vulnerabilities.	proper	asset	management	requires	tracking	where	api	versions	live	and	retire	to	limit	inherited	security	vulnerabilities.	actions	for	developers:Inventory	all	apis,	including	environments	such	as	production,	staging,	testing	and	development.	you	can't	ensure	what	you	can't	find.	perform	a
safety	review	of	all	api,	focusing	on	the	standardization	of	the	function.	stacks	your	apis	by	risk	level	and	improves	the	security	functions	of	the	most	risky	items	in	the	list.	insufficient	registration	and	etnedicni	etnedicni	le	arap	lic¡Ãf	s¡Ãm	adiv	al	ecah	otse	;IPA	sal	sadot	rartsiger	arap	radn¡Ãtse	otamrof	nu	ecilitU	:serodallorrased	arap	senoiccA
.laicnese	se	euq	nebas	sodot	euqnua	avitcaer	se	euqrop	,dadiruges	ed	atsil	reiuqlauc	ed	lanif	la	neac	erpmeis	oerotinom	le	y	ortsiger	lE	.lam	nav	sasoc	sal	odnauc	edecus	euq	ol	ricuded	arap	selaicurc	nos	sotad	ed	oerotinom	y	oeuqolb	in	the	future.Monitor	your	API	endpoints	across	all	phases	(production,	stage,	test,	dev).	React	to	security	issues
identified	within	your	API.How	the	API	Security	Top	10	Project	startedYalon	and	Inon	Shkedy,	a	security	consultant	at	Tangent	Logic,	created	this	project	to	educate	those	involved	in	API	development	and	maintenance:	developers,	designers,	architects,	managers,	and	organizations.Many	different	roles	within	an	organization	must	understand	how	to
secure	APIs,	and	API	security	is	more	than	just	a	code-level	activity.	It	requires	design	and	development	working	in	tandem.Here	is	their	perspective:¢Ã​Â​ÂOne	of	the	biggest	challenges	when	it	comes	to	API	security¢Ã​Â​Âor	any	security,	for	that	matter¢Ã​Â​Âis	awareness.	The	different	ways	of	protecting	APIs	require	an	understanding	of	the	actual
threats	facing	modern	applications,	which	is	where	we	recognized	a	bit	of	a	gap.¢Ã​Â​ÂWe	launched	the	OWASP	API	Security	Top	10	list	to	inform	developers	and	security	professionals	about	the	top	issues	that	are	impacting	API-based	applications.	Where	APIs	exist	in	nearly	every	form,	prioritizing	their	security	is	of	utmost	importance,	and	the	API
Security	Top	10	list	looks	to	drive	awareness	and	attention	when	it	comes	to	their	implementation.¢Ã​Â​ÂDon¢Ã​Â​Ât	let	APIs	eat	your	software¢Ã​Â​Âs	securityAPIs,	just	like	software,	are	eating	the	world.	The	OWASP	API	Security	Top	10	is	a	must-have,	must-understand	awareness	document	for	any	developers	working	with	APIs.While	the	issues
identified	are	not	new	and	in	many	ways	are	not	unique,	APIs	are	the	window	to	your	organization	and,	ultimately,	your	data.	If	you	ignore	the	security	of	APIs,	it¢Ã​Â​Âs	only	a	matter	of	time	before	your	data	will	be	breached.¢Ã​Â​Â	breached.¢Ã​Â​Â	

Unlimited	Scanning	to	ensure	complete	coverage	of	OWASP	Top	10	vulnerabilities.	Efficiently	detect	most	common	application	vulnerabilities	validated	by	OWASP	and	WASC.	Get	immediate	detection	of	new	vulnerabilities	as	a	result	of	application	changes	&	updates.	03/09/2020	·	OWASP:	The	Open	Web	Application	Security	Project	(OWASP)
identifies	the	top	web	application	security	risks.	The	most	popular	OWASP	resource	is	the	OWASP	Top	10,	which	are	the	10	most	critical	security	risks	for	applications.	ISO/IEC	TS	17961:	ISO/IEC	TS	17961	is	a	secure	coding	standard	for	C	to	detect	security	flaws.	22/10/2020	·	OWASP	and	OWASP	Top	10.	OWASP	is	an	international	nonprofit
organization	that	educates	software	development	teams	on	how	to	conceive,	develop,	acquire,	operate,	and	maintain	secure	applications.	In	addition,	the	OWASP	Top	10	is	an	annual	report	of	the	10	most	critical	web	application	and	API	security	risks.	Why	is	WordPress	recommended	as	a	secure	website-building	solution?	With	a	passionate	open
source	community	and	an	extensible,	easy-to-use	platform,	WordPress	provides	flexible	and	secure	options	for	all	levels	of	users,	from	beginners	to	pros.	Learn	how	WordPress	guarantees	the	security	of	43%	of	the	web.	Free	Trial.	Take	WaveMaker	for	a	spin.	30	days.	No	credit	card	needed.	...	SOAP	services	or	other	custom	java	backend	code	using
Open	API	standards,	enabling	microservice	based	deployments.	...	Top	10	OWASP	web	application	security	compliance	for	your	apps	providing	enterprise-grade	security	from	day	one.	FortiWeb	protects	against	all	OWASP	Top-10	threats,	DDoS	attacks,	malicious	bot	attacks,	and	more	to	defend	mission-critical	web	applications	and	APIs.	ML-based
Threat	Detection	In	addition	to	regular	signature	updates	and	many	other	layers	of	defenses,	FortiWeb	uses	ML	to	protect	against	zero-day	attacks	and	minimize	false	positives.	Need	to	manage	an	ever‑expanding	portfolio	of	APIs	and	deliver	superlative	API	performance	across	multiple	platforms?	Leverage	a	full	API	lifecycle	management	solution
that	is	automation‑friendly,	delivers	optimum	performance	for	internal	(microservices)	and	external	APIs,	and	supports	multi‑	and	hybrid‑cloud	environments.	ISPmanager	Licenses	Choose	control	panel	version.	SSL	Certificates	Choose	an	appropriate	SSL	certificate.	Features	&	Pricing.	Upgrade	...	WAF	Advanced	protection	against	popular	threats
listed	in	the	OWASP	Top	10.	Bot	Protection	Effective	prevention	of	parsing,	fraud,	and	theft	of	...	All	plans	include	a	free	trial	period	of	14	days	or	300	GB	...	16/06/2022	·	API	Testing	Tools.	These	tools	help	in	testing	REST/SOAP	protocols.	46)	SoapUI:	SoapUI	is	one	of	the	best	testing	tools	which	is	cross-platform	open	source	tool	for	functional	testing
of	SOAP	and	REST,	written	use	the	Java	language.	It	is	primarily	used	to	perform	functional	and	load	testing	on	API.	27/04/2022	·	The	Rapid7	DAST	solution	checks	for	the	OWASP	TOP	10	and	more.	It	looks	for	more	than	95	different	vulnerabilities	that	include	cross-site	scripting,	cross-site	request	forgery,	and	SQL	injection.	The	remote	location	of
the	system	makes	it	ideal	for	giving	an	external	view	of	your	web	presence.
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